
  

 

 

Nepal GEA Security Architecture  
 

 

 

 



Nepal GEA Security Architecture   

Page 2 

 

 

Table of Contents  

1. Executive Summary ................................................................................................................................................ 6 

1.1 Purpose of this document ....................................................................................................................................... 6 

1.2 Who should read this document ............................................................................................................................ 6 

1.3 Why is a Security Architecture needed .................................................................................................................. 6 

1.4 Basic principles and content of Security Architecture Framework  ....................................................................... 7 

2. Security Dimensions ..............................................................................................................................................10 

3. Security Policy ........................................................................................................................................................ 19 

3.1 IT Security Policy ................................................................................................................................................... 19 

3.1.1 Organization ........................................................................................................................................... 19 

3.1.2 Regulatory Compliance ......................................................................................................................... 20 

3.1.3 Policy Management ............................................................................................................................... 22 

3.1.4 Security Awareness ............................................................................................................................... 23 

3.1.5 Measuring and Reporting ..................................................................................................................... 25 

3.1.6 Information & Technology Asset Management ................................................................................... 26 

3.1.7 Incident Response ................................................................................................................................. 28 

3.1.8 Threat and Vulnerability Management ................................................................................................ 30 

3.1.9 Identity Management  ............................................................................................................................ 31 

3.2 Data Security Policy .............................................................................................................................................. 34 

3.2.1 Data Transmission ................................................................................................................................ 34 

3.2.2 Data Storage .......................................................................................................................................... 34 

3.2.3 Data Classification  ................................................................................................................................ 34 

3.2.4 Data Disposal ........................................................................................................................................ 36 

3.3 Application Security Policy  ................................................................................................................................... 38 

3.3.1 Authentication and Authorization  ....................................................................................................... 38 

3.3.2 Cryptography ......................................................................................................................................... 40 

3.3.3 Backup and recovery ............................................................................................................................. 42 

3.3.4 Auditing and Logging ............................................................................................................................ 44 

3.3.5 Application Scan ................................................................................................................................... 47 

3.3.6 Configuration hardening  ...................................................................................................................... 49 

4. Data Security ......................................................................................................................................................... 53 

4.1 Logical Data Security ............................................................................................................................................ 53 

4.2 Physical Data Security: ......................................................................................................................................... 54 



Nepal GEA Security Architecture   

Page 3 

 

5. Application Security  .............................................................................................................................................. 56 

5.1 Authentication and Authorization  ....................................................................................................................... 56 

5.2 Authentication and Authorization Model  ............................................................................................................ 56 

5.2.1 Silo Model .............................................................................................................................................. 56 

5.2.2 Centralized Model .................................................................................................................................. 57 

5.2.3 Federated Model ................................................................................................................................... 58 

5.2.4 Comparison of Authentication and Authorization Model  .................................................................. 58 

5.2.5 Recommended Model for Nepal .......................................................................................................... 60 

5.3 Centralized User Repository ................................................................................................................................. 60 

5.3.1 LDAP Schema Control Process ............................................................................................................ 60 

5.3.2 Types of Changes .................................................................................................................................... 61 

5.3.3 Change Control Process Flow Description .......................................................................................... 64 

5.3.4 LDAP Structure with user object schema ............................................................................................ 67 

5.4 User Life cycle management - Registration and Authentication Mechanism  ................................................... 72 

5.4.1 Registration Procedure for Entities  ..................................................................................................... 72 

5.4.2 Authentication Mechanism  .................................................................................................................. 74 

5.4.3 Authentication Requirements  ............................................................................................................... 75 

5.5 Data Classification ................................................................................................................................................ 76 

5.5.1 Classification Types .............................................................................................................................. 76 

5.5.2 Data Collections .................................................................................................................................... 78 

5.5.3 Reclassification ..................................................................................................................................... 78 

5.5.4 Calculating Classification ..................................................................................................................... 78 

5.6 Web Service Security ............................................................................................................................................. 79 

5.6.1 SSL/TLS  ................................................................................................................................................. 79 

5.6.2 XML Data Security  ................................................................................................................................ 80  

5.6.3 Security Assertions Markup Language (SAML) .................................................................................. 84 

5.6.4 SOAP Message Security ........................................................................................................................ 85 

5.6.5 Key and Trust Management standards ................................................................................................ 88 

5.6.6 Public key support for existing application  ......................................................................................... 89 

6. Infrastructure Security  ........................................................................................................................................... 91 

7. Security Governance ............................................................................................................................................. 93 

7.1 IT Security Governance Framework .................................................................................................................... 93 

7.1.1 IT Security Steering Committee ........................................................................................................... 93 

7.1.2 IT Security Alignment Forum  .............................................................................................................. 94 

7.1.3 Security Architecture Review Board .................................................................................................... 95 

7.1.4 External Service Mgmt Committee ...................................................................................................... 96 



Nepal GEA Security Architecture   

Page 4 

 

7.1.5 Business Security Group ....................................................................................................................... 97 

7.1.6 Programme Office ................................................................................................................................. 97 

7.2 Conclusion ............................................................................................................................................................. 98 

 

 

 

 

 

 

  



Nepal GEA Security Architecture   

Page 5 

 

 

1. Executive Summary  

 

  



Nepal GEA Security Architecture   

Page 6 

 

1. Executive Summary  

1.1 Purpose of this document  

This document describes Security architecture and standards which are part of the Government Enterprise 

Architecture for the Nepal Government . Security, as a form of protection is a set of structures and processes 

that provide or improve security as a condition. The purpose of this document is to establish a countrywide 

framework for security management. Thi s would entail identification of information and physical assets and the 

development, documentation and implementation of policies, standards, procedures and guidelines for the 

protection of assets and resources, including data/information for units with t heir own network infrastructure 

and for those using the network services. This document is a technical-level standard for the protection of 

classified and designated information stored, processed or communicated on electronic data processing 

equipment covered under data and application security policies. Additionally, the document would lay 

guidelines for management of physical infrastructure security and the various governing policies.  

1.2 Who should read this document  

The level of security established by Security Architecture lays guidelines for laying minimum level of protection 

for shared assets regardless of the location.The Security Standards specified by the architecture are meant to be 

followed by everyone involved in the design and development of new services and the citizens, enterprises and 

institutions who use the services being offered. This document applies to all government departments. It also  

should be applied contractually where government information is processed by the private  sector. Specifically 

addressed to: 

¶ Senior executives of public and private sector who decides on the key principles and policies for 

implementation of services 

¶ Business managers of the public administration units who decides on rules and guidance in 

organizational and operational aspects of organizations regarding the roles, responsibilities and 

processes required to support the operation and continuous improvement of our electronic services.  

¶ Developers of information systems and web sites, software development sites and related services, 

interest of which is focused to rules and instructions made on technical issues in the design and 

development electronic services.  

1.3 Why is a Security Architecture needed  

Security is the protection of systems, information (data) , resources and services from accidental and deliberate 

threats to confidentiality, integrity and availability. The Security Architecture describes both measures that 

prevent or deter attackers from accessing a facility, resource, or information stored on physical media and 

guidance on how to design structures to resist various hostile acts. While IT Security deals with data, 

applications and network, Physical Security deals with infrastructure and physical facilities. IT security 

professionals evaluate, implement and administer a vast array of security technologies to ensure that data is 

protected and computer systems are not compromised. The security measures will ostensibly either block the 

attacks, or at least warn IT security personnel so that steps can be taken to stop the attacks and protect the data. 

The guidelines for application securi ty would be helpful in discovering and avoiding vulnerabilities in system 

applications. Similarly, the physical security framework will help protect physical and infrastructural assets 

from unpropitious access. The Security Architecture also defines a set of rules governing the security framework 

of any governmental organization and all private concerns which interact with governmental organizations. 

Since assets and data can be compromised in many ways, the best security against misuse or theft should 

involve a combination of technical measures, physical security and well educated human resources to handle 

the facilities.  

http://en.wikipedia.org/wiki/Attacker


Nepal GEA Security Architecture   

Page 7 

 

 

1.4  Basic principles and content of Security Architecture 
Framework  

The Government of Nepal shall securely and economically protect its business functions, including public 

access to appropriate information and resources, while maintaining compliance with the legal requirements 

established by existing statutes pertaining to confidentiality, privacy, accessibility, availability, and integrity.  

Departments that are maintaining their own network and resource infrastructure shall tightly integrate their 

security architecture/technologies with common services including Remote Access, Internet Access, Firewall, 

VPN, Spam and Anti-Virus Email Filteri ng, and other services that comply with this policy and related IT 

security. The departments should followed guidelines defined to restrict unauthorized access to physical and 

infrastructural resources.  

The policy establishes that organizations shall: 

¶ Help in identifying critical assets and appropriately protecting them.  

¶ Protect  physical and electronic assets, resources, and data/information from unauthorized access, use, 

disclosure, disruption, modification, or destruction in order to provide:  

o Integrity, which means guarding against improper information modification or destruction, 

and includes ensuring information non -repudiation and authenticity;  

o Confidentiality, which means preserving authorized restrictions from access and disclosure, 

including means for protecting personal privacy and proprietary information;  

o Availability, which means ensuring timely and reliable access to and use of information. 

Availability is securely accomplished through identification, authentication, authorization and 

access control;  

o Accountability, which includes requirements that actions of individuals or entities can be 

traced to the individual or entity, non -repudiation, and security review controls and 

procedures; and 

o Assurance, including security administration and adherence to Nationwide IT security policies 

and infrastructure related standards.  

¶ Provide security protections commensurate with the risk and magnitude of harm resulting from 

unauthorized access, use, disclosure, modification to, or destruction of either 1) information collected 

or maintained by or on behalf of the organization or 2) information systems used by a department or by 

a contractor of a department or other organization on behalf of the department.  

¶ Ensure that data/information contained in electr onic transactions is protected via 1) identification, 

authentication, and authorization; 2) encryption; and 3) electronic signature, as necessary.  

¶ Provide adequate security for all information collected, processed, transmitted, stored, or disseminated 

in software application systems. 

¶ Ensure that networks, hardware systems, and software application systems operate effectively and 

provide appropriate confidentiality, integrity, and availability, through the use of cost -effective 

management, personnel, operational, and technical controls. 

¶ Apply security controls to information systems, resources, and data/information sufficient to contain 

risk of loss or misuse of the information to an acceptable level that supports the mission and operation 

of the concerned department.  
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¶ Ensure that information security management processes are integrated with strategic and operational 

planning processes, including planning and implementing any necessary remedial action to address IT 

security deficiencies. 

¶ Communicate applicable countrywide and department -specific IT security policies and standards to 

appropriate third -party organizations.  

¶ Establish IT security programs, including assignment of roles and responsibilities, as well as creation of 

any necessary procedures, adherence requirements, and monitoring controls adhering to countrywide 

policy for IT Security.  

¶ IT security programs shall be appropriate to each departmentôs operational and technology 

environment in order to provide a foundation for management to make informed dec isions and IT 

investments that appropriately mitigate IT security risks to an acceptable level.  

¶ Identify, define, and resolve overlapping IT security roles/responsibilities between departments and/or 

contractors relative to security services received from, or provided to, other departments. Security 

services received from, or provided to, other departments should be defined by an Inter-agency Service 

Agreement (ISA). 

¶ Reduce the risks of human error, theft, fraud or misuse of facilities.  

¶ Counteract interrupt ions to business activities and to protect critical business processes from the effects 

of major failures or disasters. 

¶ Avoid breaches of any criminal and civil law, statutory, regulatory or contractual obligations, and any 

security requirement.  
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2. Security Dimensions  

Government of Nepal is being driven to change business approaches by many factors both internally and 

externally.  To support this growth and change, security must be integrated into business processes.  Based 

upon security trends, as well as analysis and observations of Government of Nepal current state, Government of 

Nepal must formulate a consistent approach to build information security within the environment.  

To meet the needs of enterprise security, the Government of Nepal security architecture provides the basic 

framework for approaching security while maintaining consistency across the enterprise.  The main objectives 

of the ESA are to: 

¶ Define the security dimensions 

¶ Focus security efforts to ensure the proper controls are implemented to adequately protect information 

assets based on business drivers;  

¶ Create a security community within the organization with a common vernacular and approach;  

¶ Create a structure around security to integrate it into the overall bu siness context; and 

¶ Provide a prioritized road map for business units to progress towards this overall model.  

Enterprise Security Architecture transforms business objectives into the people, processes and technology 

components necessary to secure information protect assets and provide Government of Nepal with a structured, 

business focused security program. 

The ESA provides a common point of reference as business units address the issues within their operations.   

The ESA is comprised of specific criteria for each business unit to identify areas of focus, roles and 

responsibilities to support the overall security function and a strategic migration approach.  Additionally, the 

ESA showcases the fact information security is not solely a technology issue.   There is no silver bullet technical 

solution to implement security architecture in an enterprise as large as Government of Nepal.  To reach full 

maturity, technology must be combined with effective processes and skilled people. 

Characteristics of Secu rity Architecture  

¶ Security architecture has its own methods. These methods might be the basis for a discreet security 

methodology.  

¶ Security architecture composes its own discrete view and viewpoints.  

¶ Security architecture addresses non-normative flows t hrough systems and among applications.  

¶ Security architecture introduces its own normative flows through systems and among applications.  

¶ Security architecture introduces unique, single -purpose components in the design.  

¶ Security architecture calls for its  own unique set of skill requirements in the IT architect.  

Guidance on Security for the Architecture Domains  

Pervasively throughout the architectural domains and in all phases of the architecture development, security 

concerns of the enterprise need to be accounted for. Security is called out separately because it is infrastructure 

that is rarely visible to the business function being added to the target architecture to derive value. Its 

fundamental purpose is to protect the value of the systems and information assets of the enterprise. The nature 

of security in the enterprise is that it is deemed successful if nothing happens that is visible to the user or other 

observer, and no damage or losses occur. That is, if the enterprise retains the use and value of its information 

assets, the goals of security in the enterprise have been met. These assets might be obvious ï like the data in a 

customer records database ï or intangible ï like not having the company name appear in an article in the news 

saying that its data systems had been compromised.  
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While security architecture does have its own single-purpose components, security is experienced as a quality of 

systems in the architecture. As salt is a separate seasoning, it becomes part of the quality of the dish once it is 

used.  

The security view of the architecture calls out its own unique building blocks, collaborations, and interfaces. 

These security-unique elements must interface with the business systems in a balanced and cost-effective way, 

so as to maintain the security policies of the enterprise, but not interfere with system operations and functions. 

It is least costly and most effective to plan for and implement security -specific function in the target 

architecture as early as possible in the development cycle to avoid costly retrofit or rework because required 

building blocks for security were not added or used during systems development and deployment. The 

approach of the IT architect operating in the security domain is also different from IT architects  operating in 

other architecture domains. The security architect considers not only the normal flow of the application, but 

also the abnormal flows, failure modes, and ways the systems and applications can be interrupted. Put 

differently, the IT architect tends to focus mostly on how a system will work while the security architect focuses 

primarily on how the system might fail. All groups of stakeholders in the enterprise will have security concerns. 

These concerns might not be obvious as security-related concerns unless there is special awareness on the part 

of the IT architect. It is desirable to bring a security architect into the project as early as possible. Throughout 

the phases of the ADM, guidance will be offered on security-specific information whic h should be gathered, 

steps which should be taken, and artifacts which should be created. Architectural decisions related to security, 

like all others, should be traceable to business and policy decisions, which should derive from a risk analysis. 

The generally accepted areas of concern for the security architect are: 

Areas of security concern in the enterprise are 

¶ Authentication - The substantiation of the identity of a person or entity related to the system in some 

way 

¶ Authorization - The definition and enforcement of permitted capabilities for a person or entity whose 

identity has been established 

¶ Audit - The ability to provide forensic data attesting that the system was used in accordance with stated 

security policies 

¶ Assurance - The ability to test and prove that the system has the security attributes required to uphold 

the stated security policies  

¶ Availability - The ability of the system to function without service interruption or depletion despite 

abnormal or malicious events 

¶ Asset Protection   - The protection of information assets from loss or unintended disclosure, and 

resources from unauthorized and unintended use  

¶ Administration - The ability to add and change security policies, add or change how policies are 

implemented in the system, and add or change the persons or entities related to the system 

¶ Risk Management - The organization's attitude and tolerance for risk. (This risk management is 

different from the special definition found in financial markets and insurance institutions that have 

formal risk management departments)  
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Security Guidance in the TOGAF Requirement phase  

The security policy and security standards become part of the enterprise requirements management process. 

Security policy is established at an executive level of the business, is long-lived, and resistant to whimsical 

change. Security policy is not tied to any specific technology. Once the security policies are established, they can 

be referred to as requirements for all architectural projects.  

Security standards change more frequently and state technology preferences used to support security policies. 

New technologies that support the implementation of security policies in a better way can be adopted as 

needed. The improvements can be in reduced costs or increased benefits. Security standards will manifest 

themselves as security-related building blocks in the Enterprise Continuum. Security patterns for deploying 

these security-related building blocks are referred to in the Security Guidance to Phase E.  

New security requirements arise from many sources:  

1. A new statutory or regulatory mandate  

2. A new threat realized or experienced  

3. A new IT architectural initiative discovers new stakeholders and/or new requirements  

In the case where 1 and 2 above occur, these new requirements would be drivers for input to the change 

management system discussed in Phase H. A new architectural initiative might be launched to examine the 

existing infrastructure and applications to determine the extent of changes required to meet the new demands. 

In the case of 3 above, a new security requirement will enter the requirements management system. 

Is the security good enough?  

This question inevitably comes from management to the security architect. No security measures are ever 

perfect, and the potential exists for the amount of money and effort expended to become very large for little 

additional return. Security assurance testing should be in place so that the security systems can be measured to 

ensure that they keep the security policies for which they were designed. Security policy audits should be held 

and might be mandatory by statute or regulation. These security audits and possible security policy changes are 

the exact reason why separation of policy enforcement from application code is so strongly emphasized 
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Security Guidance in TOGAF Preliminary Phase  

Define and document applicable regulatory and security policy requirements  

The framework and principles rarely change, and so the security implications called out in the Objectives of this 

phase should be fairly straightforward. A written security policy for the organization must be in place, and there 

should be regular notificat ion and education established for employees. ISO/IEC 17799:20051 is a good place to 

start the formation of a security policy, and can be used to assess the security readiness of an organization. 

Without a written and published security policy, enforcement is difficult. Security policies refer to many aspects 

of security for the organization ï such as physical premises security ï that are remotely related to security of 

systems and applications. The security policy should be examined to find relevant sections, and updated if 

necessary. Architectural constraints established in the security policy must be communicated to the other 

members of the architecture team.  

In a similar fashion, there may be regulatory requirements that specify obligations the system mu st fulfil or 

actions that must be taken. Whether the system will be subject to regulation will depend upon the functionality 

of the system and the data collected or maintained. In addition, the jurisdiction where the system or service is 

deployed, where the users reside, or under which the deploying entity is chartered or incorporated will inform 

this decision. It may be wise to obtain legal counsel regarding these obligations at the outset of activities.  

Identify a security architect or security architecture team  

Agreement on the role of the security architect in the enterprise architecture process and in the architecture and 

IT governance should also be established. Security considerations can conflict with functional considerations 

and a security advocate is required to ensure that all issues are addressed and conflicts of interest do not prevent 

explicit consideration of difficult issues. Executive policy decisions should be established at this point about 

what security policies can be negotiable and which policies must be enforced for regulatory or statutory reasons.  

Security Inputs  

¶ Written security policy  

¶ Relevant statutes  

¶ List of applicable jurisdictions  
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Security Outputs  

¶ List of applicable regulations  

¶ List of applicable security policies  

 

Security Guidance in  TOGAF Architecture Vision Phase  

 

 

Determine and document applicable disaster recovery or business continuity 

plans/requirements  

Any existing disaster recovery and business continuity plans must be understood and their relationship with the 

planned system defined and documented.  

Security G uidance on TOGAF Business Requirement Phase  
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Determine who are the legitimate actors who will interact with the product/service/process  

Development of the business scenarios and subsequent high-level use cases of the project in concern will bring 

to attention the people actors and system actors involved. Many subsequent decisions regarding authorization 

will rely upon a strong understanding of the intended users, administrators, and operators of the system, in 

addition to their expected capabilities and characteristics. It must be borne in mind that users may not be 

humans; software applications may be legitimate users. Those tending to administrative needs, such as backup 

operators, must also be identified, as must users outside boundaries of trust, such as Internet-based customers.  

Assess and basel ine current security -specific business processes. (enhancement of existing 

objective)  

The business process regarding how actors are vetted as proper users of the system should be documented. 

Consideration should also be made for actors from outside the organization who are proper users of the 

system. The outside entities will be determined from the high -level scenarios developed as part of Phase A.  

 

Guidance on Security for TOGAF Information System Architectures  

 

The data and application security aspects will be covered in this stage 

 

Guidance on Security for Technology Architecture  
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The integration and infrastructure security aspects will be covered in this phase 

 

Security G uidance for the Opportunities and Solutions Phase  

 

 

¶ Identify existing security services available for re-use  

¶ Identify new code | resources | assets that are appropriate for re-use / use 

Covering the various aspects of the security areas covered in various phase of the TOGAF architecture 

development lifecycle, broadly the security dimensions can be broken into five different sections 

¶ IT Security Policy : Information Technology Security refers to the processes and methodologies 

which are designed and implemented to protect print, electronic, or any other form of confidential, 

private and sensitive information or data from unauthorized access, use, misuse, disclosure, 

destruction, modification, or disruption. Information security is concerned with the confidentiality, 

integrity and availability of data regardles s of the form the data may take: electronic, print, or other 

forms. 
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¶ Data Security :  In simple terms, data security is the practice of keeping data protected from 

corruption and unauthorized access. The focus behind data security is to ensure privacy while 

protecting data. Data is considered a primary asset and as such must be protected in a manner 

commensurate to its value. Security and privacy must focus on controlling unauthorized access to data. 

Security compromises or privacy violations could jeopardize our ability to provide service; lose revenue 

through fraud or destruction of propr ietary or confidential data.  

¶ Application Security : Application security is the use of software, hardware, and procedural methods 

to protect applications from external threats. Security measures built into applications and a sound 

application security routi ne minimize the likelihood that hackers will be able to manipulate 

applications and access, steal, modify, or delete sensitive data. Application security principles are 

collections of desirable application properties, behaviors, designs and implementation practices that 

attempt to reduce the likelihood of threat realization and impact should that threat be realized. Security 

principles are language-independent, architecturally -neutral primitives that can be leveraged within 

most software development methodologies to design and construct applications. 

¶ Infrastructure Security : This has been covered in the Infrastructure Architecture report  

¶ Security Governance : Information security Governance provides the governance processes and 

assurance to allow business units to ensure business transactions can be trusted; ensure IT services are 

usable and can resist and recover from failures due to error, attacks or disaster; and ensure critical 

confidential information is withheld from those who should not have access to i t 

  



Nepal GEA Security Architecture   

Page 18 

 

 

3. Security Policy  
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3. Security Policy  

3.1 IT Security Policy  

Information Security adds value to the organization only when taken in the context of the business.  Business 

objectives drive the requirements for security; security can enable business objectives by efficiently and 

effectively managing risk.  Balance must be maintained between the drive to accomplish aggressive business 

objectives and ability to manage risks influencing the business. The approach for information security for 

Government of Nepal must be flexible, remain conscious of the market and the business and result in an 

effective, efficient, economical security infrastructure.  

The Information technology is broken down into nine different security components  

¶ Organization;  

¶ Regulatory Compliance; 

¶ Policy Management; 

¶ Security Awareness; 

¶ Measurement & Reporting;  

¶ Information & Technology Asset Management;  

¶ Incident Response; 

¶ Threat & Vulnerability Management; and  

¶ Identity Management.  

 

3.1.1 Organization  

The purpose of this section is to communicate the vision of the security manager, provide a foundation of 

information security projects, consistent roles and responsibilities for information security, creating a 

communication network to leverage collective experience and skills. 

3.1.1.1 Current State Observation 

The following diagram shows the current state scenario. At present there is no well defined role of a security 

manager and the roles and responsibilities are not well defined when it comes to security project.  
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Figure:  Organization current state assessme nt  

3.1.1.2 Migration Strategy  

The tasks that need to be performed to achieve the strategic level are given below: 

¶ Confirm and identify an information security champion  

¶ Confirm and identify an information security steering committee to analyze  the business needs, 

security requirements, participating in development of security strategy and establishing security 

governance 

¶ Rebuild the skill set of security resources to align with current and future requirements  

¶ Defines the roles and responsibilities model to support enterprise security architecture and this should 

be rolled out to all the business units(Departments/Ministries/Legislative bodies)  

¶ Define performance evaluation criteria as it is critical to assign accountability and performance 

expectations. 

¶ Form core security teams, these teams are technical or functional SMEs  

¶ A centralized store for standards or procedures which can be accessed across the organization, This 

should be expanded over the time 

¶ Hiring plan should be reviewed based on the requirement from enterprise security. 

 

 

V Refer to Organization tab in Nepal GEA - Information Security Current state assessment document 

for more details.  

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

 

3.1.2 Regulatory Compliance  

The purpose of this section is to ensure the development of long term strategy for monitoring and sustaining 

compliance with regulatory issue, framework for analyzing compliance program and proactive monitoring  
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3.1.2.1 Current State Observation 

At present the regulatory issues are managed in an ad hoc manner. There is no organization wide policy for this. 

The following diagram shows the current status. 

 

Figure:  Regulatory Compliance  current state assessment  

 

3.1.2.2 Migration Strategy  

The tasks that need to be performed to achieve the strategic level are given below 

¶ A communication should be established for collecting, documenting and publishing the public policy as 

it evolves. 

¶ A cross functional team should be developed and supported by senior leadership to act as a regulatory 

compliance committee 

¶ Define current state regulatory issues 

¶ A standardized framework for identifying, analyzing, and responding to regulatory compliance issues 

should be established 

¶ Once a compliance issue has been identified, assessed, and executed upon, a third party expert should 

be identified for ensuring compliance to the regulation  

¶ To effectively establish an internal program, dynamics and skill sets of a self-assessment team should 

be determined 

¶ A review  team should be formed to analyze current practices and appropriately adopt procedures for 

compliance reviews 

¶ Once a compliance team and methodology program has been developed, an assessment program 

should be employed 
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V Refer to Regulatory Compliance tab in Nepal GEA - Information Security Current state assessment 

document for more details.  

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

 

3.1.3 Policy Management  

The purpose of this component is to developing the policies, building an infrastructure to deploy, communicate 

and manage, operational implementation of technical security procedures and integrating it into exist ing 

operational process and audit procedure. 

3.1.3.1 Current State Observation 

At present there is no well defined policy management system. Policies are ad hoc. Following diagram shows 

the current status 

 

Figure:  Policy Management  current state assessment  

 

3.1.3.2 Migration Strategy  

The tasks that need to be performed to achieve the strategic level are given below 

¶ Restructure existing technical policies 

¶ External policy validation, it is critical to provide feedback on the coverage and content of the policies.  

¶ Once the policies have been reviewed and validated externally, the policies must be accepted internally 

by the information security steering committee and business unit representation.  

¶ It is necessary to establish an authoritative source to house the information security policy 

¶ Once the authoritative source is deployed and recognized, a program must be rolled out to the 

enterprise to raise awareness of the site as the authoritative source 



Nepal GEA Security Architecture   

Page 23 

 

¶ A process must be established to manage the policy and standards, including a process to periodically 

assess the need for developing new standards and procedures 

¶ Even though policies and standards provide guidance, certain business situations will require 

exceptions to policy.  While these exceptions should ideally remain low in number, as the organization 

integrates policies and standards, existing business processes may be non-compliant with the IS policy, 

and unable to change.  The Security organization must establish a process to deal with exceptions. 

¶ The Core Technical Team should be engaged to create common technical standards across the 

enterprise. 

¶ The information security policies and standards will impact several areas of business unit activities.  

Cross-functional teams will need to be established to perform an analysis of the impact of the 

information security policy on current procedures.  

¶ Current operational procedures will need to be evaluated for compliance to the information security 

policy and standards and areas where procedural development is necessary must be identified.  

¶ Operational procedures should be documented according to needs. 

¶ The implementation teams must either alter their current processes or add additional process in order 

to integrate the new information security procedures into their processes  

¶ Ownership of the procedures, the documentation and implementation, must be established. 

¶ An audit/compliance strategy outlines the approach to testing and schedule of compliance reviews 

¶ The procedure owners established during the Procedures Development and Procedures Deployment 

should address procedural issues. 

¶ Compliance reviews at the departmental/business unit level should be conducted. 

¶ Determine desired integration points for the policy management system and define policy management 

system functional requirement s and conduct package selection 

¶ Identify appropriate roles for policy management workflow and implement it in a policy management 

workflow tool.  

 

 

V Refer to Policy Management tab in Nepal GEA - Information Security Current state assessment 

document for more details.  

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

 

3.1.4 Security Awareness 

The purpose of this section is to develop a plan for information security awareness through a sustainable 

information security education program with proper training and indentifying the target audience.  

3.1.4.1 Current State Observation 

Currently there is lack of enterprise wide training on security with limited security awareness program. 

Following diagram shows the current status. 
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Figure:  Security Awareness  current state assessment  

3.1.4.2 Migration Strategy  

The tasks that need to be performed to achieve the strategic level are given below 

¶ Develop a security awareness program with the support of cross-functional team from different 

departments. 

¶ Determine the delivery channel and validate the program. 

¶ A maintenance program, including  annual reviews and updates of materials, will be necessary to keep 

the program in action.  

¶ Once the program is operating and awareness becomes consistent across business units and operating 

divisions, an end user awareness evaluation program should be established. 

¶ A target curriculum should be defined first and then providers must be evaluated.  Ideally, training 

should be identified for technology information security for major operating systems, networking and 

information security tools, and techniques.  

¶ Once sources of training are identified, a training program must be developed.  The Security Manager 

should have responsibility for approving the final list of acceptable courses and attendance. 

¶ One method of establishing information security as a core responsibility for IT personnel is to create a 

simple ócertificationô program. 

 

 

V Refer to Security Awareness tab in Nepal GEA - Information Security Current state assessment 

document for more details.  

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  
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3.1.5 Measuring and Reporting  

The purpose of this section is to institutionalize reporting process, develop a long term strategy to utilize a 

common information security effectiveness metric, implement the processes and technologies for Security and 

IT resources (e.g. platform engineering teams, DBAs, etc.) to gather data and report on the established metrics 

and to provide a current state assessment to management. 

3.1.5.1 Current State Observation 

Currently the reporting happens mostly on the ad hoc mode. Following diagram shows the current status. 

 

Figure:  Measuring and Reporting  current state assessment  

 

3.1.5.2 Migration Strategy  

The tasks that need to be performed to achieve the strategic level are given below 

¶ Determine basic criteria for initial reporting strategy and develop a plan to collect the necessary 

information. For example following are some scenarios where we can use the metric  

o Count of host without security patches 

o Count of host without current AV signature  

o Count of host running unapproved user application  

o Time between security policy reviews 

o Count of security policy violation in last X months  

o Count of non conformance 

o Count of vulnerable hosts 
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¶ The interim reporting structure and process should be established.  Personnel will require education on 

the ESA materials and the process. 

¶ A simple reporting strategy based on those objectives and criteria can serve as the initial reporting 

process.   Each department/business unit and IT should institute its own reporting process.  If 

determined necessary, Security will aid in developing those processes. 

¶ A framework should be developed at the corporate level and disseminated to the divisions/business 

units.  The framework should include metrics such as number of objectives/criteria met, number in 

progress, and number deferred. 

¶ Once IT and the other departments/business units have developed the measurement and reporting 

processes, a rollup process should be instituted to capture the progress against the objectives 

¶ Specific quantifiable metrics should be developed for the ESA objectives.  For instance, metrics such as 

number of viruses detected/removed, number of associates trained, and time of resolution of 

information security incidents can be developed for detailed measurements 

¶ A baseline study should be conducted.  The study should gather as many metrics as possible.  If some 

metrics are not measurable at the time of this study those should be noted and appropriate 

measurement procedure should be developed for them as well. 

¶ From the baseline study for each metric a target range, where applicable, should be established. For 

instance, the target time for resolution of information security in cidents may be 8 ï 24 hours.  Some 

metrics, like number of viruses detected, will not have targets.  These metrics and targets should be 

consolidated into a simple measurement and reporting process. 

¶ The final step of the metrics strategy is to communicate the new metrics to IT and the business units. 

¶ At the IT level, metrics should be associated with the proper owners.  These owners will be responsible 

for identifying participants as well as the collection of data and reporting.  

¶ Once the data collection points are identified, processes and/or technologies must be implemented to 

gather the data. 

¶ The reporting process at the administrative level should be executed on a periodic basis,  ideally, a 

monthly status report  

¶ The Management ñScorecardò should include high level summary of the data collected in the 

Administrative ñScorecardò and the established management reporting process. 

 

 

V Refer to Measuring and Reporting tab in Nepal GEA - Information Security Current state 

assessment document for more details. 

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

 

3.1.6 Information & Technology Asset Management  

The purpose of this section is to identify the critical assets and create an inventory of the existing assets. This 

includes the development of an asset classification method, a list of existing information assets, a list of 

common technologies in use, and a prioritization scheme for the information assets and technologies, 

development of build guides. 
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3.1.6.1 Current State Observation 

Currently asset classifications based on security requirements are not done uniformly across the organization. 

Most of the builds are also default build. Following diagram shows the current status.  

 

Figure:  Information and Technology Asset Management  current state assessment  

3.1.6.2 Migration Strategy  

The tasks that need to be performed to achieve the strategic level are given below 

¶ Develop a simple set of criteria and a classification scheme for measuring information value. This 

includes data, hardware application etc. 

¶ The business owners, in conjunction with the Security Manager and IT, must determine which systems 

and data are critical to the operations of their division.  

¶ Develop a simple method for IT to catalog deployed technologies (i.e. hardware and software systems).  

Include information such as the business owner, technical owner, and product version.  

¶ Evaluate assets against the criteria and maintain an informal method of tracking each assetôs 

classification, as well as the owner 

¶ Implementation of new technologies should go through an information security review to ass ess the 

associated security risks (Note: risks will be different for each technology).  Develop an informal 

process for the implementation of technologies, such as 

o Protocols 

o Security measures (e.g. passwords) 

o Configuration settings  

o Policy compliance (if applicable) 
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¶ Design, test, and publish standard build procedures for all common technologies (e.g. Windows servers, 

UNIX servers, mainframe, databases, etc.).   

¶ Publish application development guidelines and incorporate build procedures into inter nal portal o r 

some other authorative source as technologies and applications are introduced into the environment 

¶ Develop an iterative process for determining common technologies and updating build guides on a 

periodic basis 

¶ Construct a matrix of information assets, th eir classification and deployed controls.  Create an 

Asset/Threat matrix for the critical assets and potential threats to the confidentiality, integrity or 

availability of data  

¶ Clearly define and document classification criteria.  Define processes by which information owners can 

evaluate information assets. 

¶ Build acquisition process and approval process for approving technology implementations. Document 

the process and require written approval (e.g. form with sign -off, email trail, etc.) for all new 

technologies impacting information security  

¶ Consult respected third parties and vendors for industry standards and best practices for common 

technologies used for critical assets 

¶ Test proposed advanced hardening guidelines and adjust as necessary 

¶ For all data and technology-dependent assets, use the Asset/Threat matrix to map assets to the 

corresponding technologies and the vulnerabilities associated with those technologies 

¶ Assign responsibility for completing the integration and correlation of assets.  Integrate the 

classification scheme, information assets catalog and technology inventory into security processes for 

prioritization and execution of activities.  Conduct periodic review to validate the asset and technology 

catalogs, as well as the prioritization methods. 

 

 

V Refer to Info & Tech mgmt tab in Nepal GEA - Information Security Current state assessment 

document for more details.  

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

 

3.1.7 Incident Response 

The purpose of this section is to establish an information security framework. This will help in communicate 

and coordinate information security activities. This also defines the testing plans for incident response.  

3.1.7.1 Current  State Observation 

Currently security incidents are managed mostly on the ad hoc basis. The following diagram shows the current 

state. 
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Figure:  Incident Response  current state assessment  

 

3.1.7.2 Migration Strategy  

The tasks that need to be performed to achieve the strategic level are given below 

¶ A framework for all divisions and business units should be created to provide guidance on an incident 

response plan.  The framework should include: 

o Definition of security incidents  

o Standard roles and responsibilities 

o A common incident classification framework  

o Template to record team members 

o Standards for activities and procedures 

o Common escalation procedures for notification and inclusion of team members  

¶ Using the incident response framework, each team member on the incident response team must be 

assigned a role and responsibilities.    

¶ Define response and escalation procedures 

¶ Compile a roster of incident response contacts. 

¶ Identify core enterprise incident response team. Each area of the business even if small in scope and 

impact, could introduce incidents that affect the entire environment.  

¶ Establish communication channels; educate the entire user community as to the appropriate 

procedures to follow should a perceived or actual security event occur. 
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¶ Create scenario based testing for incident response teams to perform self assessments. Scenarios 

should be designed to incorporate all aspects of the incident response process.  Some examples of 

scenarios are: 

o External intrusion of systems via remote access 

o Internal employee m isuse or intrusion  

o Web site defacement 

o Virus or worm infection  

¶ A live test of the incident response capability would include actual attacks against infrastructure.  A 

third party specialist firm, with the proper risk management and experiences, would best be suited for 

this purpose. 

¶ The final step of this would be to integrate testing (both live and scenario based) into Internal Audit 

and compliance reviews.   

 

V Refer to Incident Response tab in Nepal GEA - Information Security Current state assessment 

document for more details.  

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

 

3.1.8 Threat and Vulnerability Management  

The purpose of this section is to deploy technologies to identify vulnerabilities within the environment and 

develop the basic remediation process to address, implementation of active monitoring of perimeter and critical 

internal systems, implementation of  technology to assess system compliance to standards, expanding and 

centralizing the threat and vulnerability management processes 

3.1.8.1 Current State Observation 

Currently threat and vulnerability management is done in an ad hoc manner. There is no organization  wide 

infrastructure to manage this. Following diagram shows the current status.  
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Figure : Threat and vulnerability  current state assessment  

3.1.8.2 Migration Strategy  

The tasks that need to be performed to achieve the strategic level are given below 

¶ Roll-out anti -virus software to all workstations and servers 

¶ Log information is critical to identifying and tracking threats and compromises to the environment.  

The granularity and level of logging must be configured to meet managementôs requirements 

¶ Periodic scanning of the network will identify system level vulnerabilities  

¶ The final resolution of vulnerabilities discovered during scanning is an ongoing process.  Results of 

network and application scans are useless without the process to resolve issues. A defined process must 

be deployed to resolve issues at the business units as a result of this scanning and establish the overall 

process 

¶ Deploy technology to actively monitor and manage perimeter and internal information security  

¶ Update remediation and management processes to manage threat infrastructure. 

¶ A broad training program should be implemented to build the skills at the operational level.  

¶ Upon completion of the vulnerability and threat management process, the infrastructure will be now 

ready upon which Threat and Vulnerability management technology implementation  can be 

institutionalized.  

¶ Establish process to centralize threat and vulnerability information from disparate sources.  

¶ Deploy centralized process and technology solution to correlate threat information f rom disparate 

sources. 

¶ Develop links to all other processes including policy management, asset management, and IT 

operations. 

 

 

V Refer to Threat Mgmt tab in Nepal GEA - Information Security Current state assessment document 

for more details.  

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

 

3.1.9 Identity Management  

The purpose of this section is to define and document the direction of identity management, creating a 

centralized data repository for authentication, consolidating user IDs across the enterprise, continuing to 

facilitate a common approach for authentication and basic authorization of users across various applications, 

defining a role based access control mechanism and automated management of user accounts. 

3.1.9.1 Current State Observation 

Currently identity management is not centralized. The authentication and authorization information for all user 

accounts differs from application to application and mostly based on ad hoc implementation. The current state 

is given below. 
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Figure:  Identity Management  current state assessment  

 

3.1.9.2 Migration Strategy  

The tasks that need to be performed to achieve the strategic level are given below 

¶ Analyze existing identity management security components and processes 

o Define security requirements for the following:  

o Delegated Administration  

o User Self-Service 

o Password Services  

o User Administration  

o Unique User ID Creation  

o Authentication Services 

o Enterprise User Data Storage and Retrieval 

¶ Create a cross-functional team that is responsible for overseeing the enterprise directory  

¶ Establish formal directory governance procedures like Process for adding/changing/deleting data a nd 

attributes in the directory, developing and periodically updating a data mapping worksheet of data to 

owner, Directory related roles and responsibilities . 

¶ Each application that integrates with the enterprise directory should be taken through a process to 

identify the data used by that application, in order to identify common data or attributes used across 

the enterprise 
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¶ Develop data mapping, consolidation and schema definition to determine security components  

¶ Develop an access control model for high level roles and groups  

¶ Develop a process to keep enterprise directory integration toolkits current  

¶ Develop security functional requirements for access management tool to integrate with enterprise 

directory  

¶ Develop an iterative process to determine the level of authorization that should occur  

¶ Define a common workflow processes for granting user credentials and identifying and streamlining 

user management processes to ensure security requirements are included 

¶ Define the requirements of a role based access control framework.  

¶ Design and validate a pilot implementation  

¶ Analyze security requirements and determine whether or not additional modules or packages need to 

be purchased to address requirements 

¶ implementation of user provisioning tool and integration toolkit  

 

 

V Refer to Identity Management tab in Nepal GEA - Information Security Current state assessment 

document for more details.  

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  
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3.2 Data Security Policy  

The security of data can be understood through the use of a data life cycle. The typical life cycle of data is: 

generation, use, storage and disposal. The following sections provide guidance as to the application of this 

policy through the different life cycle phases of data. 

Users of data assets are personally responsible for complying with this policy. All users will be held accountable 

for the accuracy, integrity, and confidentiality of the information to which the y have access. Data must only be 

used in a manner consistent with the policy. 

Data security is broken down into the following two major components.  

¶ Physical Data Security 

¶ Logical Data Security 

Again each of these major components can be subdivided in multiple sub components. 

¶ Physical Data Security 

o Data Transmission 

o Data Storage 

¶ Logical Data Security 

o Data Classification 

o Data Disposal 

3.2.1 Data Transmission  

This part has been covered in the Infrastructure Architecture report  

3.2.2 Data Storage  

This part has been covered in the Infrastructure Architecture report  

3.2.3 Data Classification  

Data classification is a core feature of a data security policy. A well defined data classification schema is 

essential for a data security policy. This must represent all of the types of data that exist or can exist in the 

environment. Data classification is necessary to enable the allocation of resources to the protection of data 

assets, as well as determining the potential loss or damage from the corruption, loss or disclosure of data. 

3.2.3.1 Current State Observation 

Data Classification is a part of Information and Technology Asset Management activity. Currently policies are 

mostly department or business unit centric. There is no uniform approach for the entire Government for the 

digital data. Follo wing figure shows the current state. 
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Figure:  Data Classification current state assessment  

 

3.2.3.2 Migration Strategy  

All information, regardless of the form or format, which is created or used in support of business activities is an 

asset and should be protected from creation, through its useful life and until authorized disposal. This section 

provides guidance to the classifications that should be used for classifying such data. When classifying 

information, each Information Owner should take into consideration the confidentiality, sensitivity, and 

privacy, legal, regulatory and access requirements of the information. 

¶ Develop a simple set of criteria and a classification scheme for measuring information value. 

¶ The business owners, in conjunction with the Security Manager and IT, must determine which data are 

critical to the operations of their division.  

¶ Design, review, and publish standard procedures for classifying data. 

¶ Clearly define and document classification criteria.  Define processes by which information owners can 

evaluate data. 

¶ Assign responsibility for completing the integration and correlation of assets.   Integrate the 

classification scheme, information assets catalog and technology inventory into security processes for 

prioritization and execution of activities.  Conduct periodic review to validate the asset and technology 

catalogs, as well as the prioritization methods.  

The table below outlines sample classification labels, definition, potential disclosure impact, and business use 

labels, and provides examples of information and data types for each classification level: 
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Classification Label Definition  
Potential 

Disclosure Impact  
Business Use Label Examples 

Simple data  

Information 

intended for public 

use 

Disclosure would 

not negatively 

impact the agency 

Public 

¶ Website 

¶ Newsletters 

¶ Information for 

general public 

Classified data  

Information 

intended for 

internal use or by 

authorized third 

party  

Will disclose 

sensitive personal 

information of a 

person or internal 

information which 

is not intended for 

public use  

Internal Use only  

Authorized Use 

only 

¶ Personal 

Information  

¶ Content that require 

subscription  

¶ Training Material  

¶ Credentials 

Confidential 

data  

Data which can 

disclosed on a 

need-to-know basis 

Disclosure will have 

financial impact 

and breach of 

professional, 

contractual and 

legal 

responsibilities  

Highly Sensitive 

¶ Financial 

Transaction like 

collection of Fees 

Table 3-1: Data Classification 

 

 

V Refer to Data Classification tab in Nepal GEA - Data Security Current state assessment document for 

more details. 

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

 

3.2.4 Data Disposal  

Data disposal describes how data is destroyed. Access control mechanisms must also be utilized to ensure that 

only authorized users can access data to which they have been granted explicit access rights during the disposal 

process. All computer systems, electronic devices and electronic media must be properly cleaned of sensitive 

data and software before being transferred outside the organization. 

3.2.4.1 Current State Observation 

Currently in Nepal there is no uniform rule for disposing da ta across the organization. Every department or 

business unit does it on an ad hoc basis. Following diagrams shows the current status. 

 



Nepal GEA Security Architecture   

Page 37 

 

 

Figure:  Data Disposal current state assessment  

 

3.2.4.2 Migration Strategy  

A large volume of electronic data is stored on computer systems and electronic media throughout the 

organization.  Unauthorized disclosure of sensitive information may subject to legal liability, negative publicity, 

monitory penalty like disclosure of software licensing inf ormation. Many studies of disk sanitation indicate that 

simply deleting files from the media or formatting a hard drive is not sufficient to completely erase data so that 

it cannot be recovered. So purpose of this section is to provide guidance to build a secure framework for data 

disposal. 

¶ Identify and create a list of inventory of different storage medium.  

¶ Define a policy when the record should be destroyed. Some samples are given below: 

o All retention periods have expired  

o All audit requirements have been satisfied 

o There are no pending requests for information and 

o There is no foreseeable litigation involving the records 

¶ Define disposal strategy for each of the storage medium. Depending on whether the storage medium 

can be reused it can differ. For example for CD-ROMs and DVDs options include breaking the disks, 

cutting them up with scissors, and even a specialized machine that shreds CD-ROMs and DVDs. If it is 

a hard drive then it must be sanitized so that data cannot be retrieved. 

¶ There can be different circumstances for which data sanitization is required. For example Transfer 

within a department, Transfer with the organization, Transfer outside the organization like vendor. All 

these things should be captured. 

¶ Sanitization technique can be different based on different technology. For example sanitization process 

in a Linux environment and windows environment.  Policy should cover all the aspects.  
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¶ There are several free and commercial tools available for disk sanitization. Analysis should be done to 

check which suits best. 

¶ While disposing log should be maintained to keep track of the record. At least the following data should 

be present in the log. 

o Date and time of disposal  

o Who performed the disposal  

o Brief description of media or information systems that wa s disposed  

o Reason for disposal  

o Verification of data removal or destruction prior to disposal  

¶ Create an authorative source for employee awareness on data disposal 

¶ Create a centralized team for monitoring verifying compliance procedure  

¶ Formalize a reportin g structure and schedule for  all data disposal activities 

 

 

V Refer to Data Disposal tab in Nepal GEA - Data Security Current state assessment document for 

more details. 

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

 

3.3 Application Security Policy  

Each system that are available or require enhancement or addition of new system in the Government of Nepal 

must address the security needed for the effective business operation. Security controls are integral part of 

project planning, development and implementation. As most of the applications in Nepal are custom 

application it is essential to conduct a thorough review of  the application before deploying it. Application 

security is broken down into following five different components:  

¶ Authentication  

¶ Cryptography 

¶ Backup and recovery 

¶ Auditing and logging  

¶ Application Scan 

¶ Configuration Hardening  

3.3.1 Authentication and Authorizati on 

The term authentication means the process of certification and validation of authentic users which in each case 

is based on credentials held by the users. During the authentication process it confirms the correctness of the 

user or some other feature. This usually involves a username and a password, but can include any other method 

of demonstrating identity, such as a digital certificate, smart card, retina scan, voice recognition, or 

fingerprints.  
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3.3.1.1 Current State Observation 

Currently in Nepal all the ap plication are disparate in nature, and they all have their own user repository to 

validate a user. So if there are three different services available and user would like to subscribe to all of them 

then he/she might end up having three different credential s for these three services.  The following diagram 

shows the current state. 

 

Figure:  Authentication and Authorization  current state assessment  

 

3.3.1.2 Migration Strategy  

Purpose of this section is to develop an authentication framework which will help all the disparate systems to 

interoperate across all the systems in an efficient way. Following are the tasks that need to be performed 

together with developing an IT security policy.  

¶ Create a team who will be responsible for overseeing the activity 

¶ Define the confidence level of each application. A confidence level can be considered the degree of 

certainty that a service will successfully perform an electronic  transaction for a citizen who wishes 

to perform an electronic transaction taking into account the releva nce of data (simple, personal, 

classified) 

¶ Define the service model. What should be the proposed way of identification? 

¶ Analyze different authentication mechanism and which is realistically possible to use in 

eGovernment services 

¶ Based on the confidentiali ty, sensitivity, privacy, legal, regulatory and access requirements of the 

information  classify data. 

¶ Develop an authentication model that is suitable and secure. 
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¶ Define the registration procedure for new users, i.e. what are the criteria that need to be checked 

before allowing a user to access government system. And what should be the registration 

procedure. 

¶ Design the directory service that would be required. 

¶ Modify the individual application so that they can use this common authentication framework  

 

 

V Refer to Authentication Framework document for more details.  

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

V Refer to Authentication tab in Nepal GEA - Application Security Current state assessment document 

for more details.  

 

3.3.2 Cryptography  

Cryptography can be defined as the conversion of data into a scrambled code that can be deciphered and sent 

across a public or private network. Within the context of any application -to-application communication, there 

are some specific security requirements, including authentication, privacy/confidentiality, integrity and non -

repudiation. Cryptography is an essential part for al l these requirements. 

3.3.2.1 Current State Observation 

Currently in Nepal since all the application works in silo model and custom built they have their own 

implementation of cryptography. In most cases applications are based on MD5 algorithm. Even there are few 

applications where passwords are not encrypted and in plain text. Following diagram shows the current status. 

 

Figure:  Cryptography  current state assessment  
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3.3.2.2 Migration Strategy  

To create a standardized procedure for encrypting information the following ta sks need to be done. 

¶ Analyze the risks of not using appropriately effective encryption and hashing schemes to protect 

information  among different application.  

¶ Define the minimum encryption and hashing key length/algorithm/functio n combination that should 

be used. 

The guidance contained within the table below is based upon recommendations provided by the 

National Institute of Standards and Technology (NIST), a non -regulatory federal agency within the U.S. 

Commerce Departmentôs Technology Administration and is widely considered by the global IT security 

community as being an authoritative source of information and thought leadership with respect to 

information technology.  

The key lengths detailed relate to key lengths that are commonly expected to be effective against 

mathematical attacks for the periods indicated and do not take into consideration undiscovered 

algorithm weaknesses, hardware flaws or insecure key management. 

Information  

Lifetime end  
Symmetric 

Symmetric 

key 

algorithms  

Asymmetric  Elliptic Curve  Hash (A) Hash (B) 

2009 - 2010 80 2TDEA(1) 1024 160 

SHA-1(2) 

SHA-224 

SHA-256 

SHA-384 

SHA-512 

SHA-1 

SHA-224 

SHA-256 

SHA-384 

SHA-512 

2011 - 2030  112 3TDEA 2048 224 

SHA-224 

SHA-256 

SHA-384 

SHA-512 

SHA-1 

SHA-224 

SHA-256 

SHA-384 

SHA-512 

Beyond 2030 128 AES-128 3072 256 

SHA-256 

SHA-384 

SHA-512 

SHA-1 

SHA-224 

SHA-256 

SHA-384 

SHA-512 

Table 3-2: Minimum Recommended Cryptographic Algorithm Key Lengths  

 

o All key sizes are provided in bits. These are the recommended minimum. 

o Hash (A): Digital signatures and hash-only applications.  

o Hash (B): HMAC, Key Derivation Functions and Random Number Generation  

o When selecting a block cipher cryptographic algorithm (e.g. AES or TDEA), the block size may 

also be a factor that should be considered. 

o (1)The assessment of at least 80 bits of security for 2TDEA is based on the assumption that an 

attacker has at most 240 matched plaintext and cipher text blocks. 
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o (2) SHA-1 has recently been demonstrated to provide less than 80 bits of security for digital 

signatures; the security strength against collisions is assessed at 69 bits. The use of SHA-1 is 

not recommended for the generation of digital signatures in new systems; new systems should 

use one of the larger hash functions. For the present time, SHA-1 is included here to reflect its 

widespread use in existing systems, for which the reduced security strength may not be of great 

concern when only 80 bits of security are required. 

¶ Create a team to implement public key cryptography. 

¶ Analyze the requirement of using digital certificate across different application.  

¶ Modify the applications to use the new encryption standards.  

 

 

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

V Refer to Cryptography tab in Nepal GEA - Application Security Current state assessment document 

for more details. 

 

3.3.3 Backup and recovery  

Backup is a process of making copies of data so that these additional copies can be used to restore the original 

after data loss. Data loss can happen in many ways, like power surges, a virus or external threat. Among all, 

most common cause is physical failure of the media the data is stored on 

3.3.3.1 Current State Observation 

Currently in Nepal almost all the departments have their own ad hoc backup policy. It is not well defined and 

mostly the pattern shows monthly manual backup. T he following diagram shows the current state. 
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Figure:  Backup and Recovery  current state assessment  

 

3.3.3.2 Migration Strategy  

Purpose of this section is to establish a methodology to properly backup and store media that contains 

electronic data in an organized way. The following are the tasks that need to be performed. 

¶ Create a team with ownership and responsibilities 

¶ Develop the data backup process like how often data should be backed up. This can vary across 

different application based on their importance.  

¶ Develop a process for selection and extraction of data. As it is important to decide what to back up at 

any given time. Backing up an insufficient amount of data can eventually lead to the loss of critical 

information  

¶ It is important to decide on the storage media like Tape drive, Hard Disk or Optical storage. A uniform 

storage medium will help managing the data repository in an easier way. 

¶ Develop a plan for data optimization and security. Encrypting the data in the backup storage will 

reduce the data security risk. 

¶ It is essential to validate the data before archiving. There are programs available to perform a validation 

using checksums or hashes that data was copied accurately. 

¶ Develop a process to automate the backup process with the help of technology. 

¶ A defined process for monitoring. This will raise alert if there is any gaps with the policy.  

¶ A monthly report should be prepared to validate the compliance level.  
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V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

V Refer to Backup & Recovery tab in Nepal GEA - Application Security Current state assessment 

document for more details.  

 

3.3.4 Auditing and Logging  

Audit trail or audit log is a chronological sequence of audit records, each of which contains evidence directly 

pertaining to and resulting from the execution of a business process or system function. This contains 

chronological record of system activities to enable the reconstruction and examination of the sequence of events 

and/or changes in an event. There are a number of devices and software that should be logged. Following shows 

some of them 

¶ Hardware and software-based firewalls 

¶ Web servers 

¶ Central/domain controll ers 

¶ Authentication servers  

¶ Management information system servers 

¶ Web portal, database, query and index servers 

¶ Mail servers and web mail servers 

¶ File servers 

¶ Routers 

¶ DHCP servers 

¶ Network Address Translation (NAT) devices 

¶ Networked PCs and other connected devices 

3.3.4.1 Current State Observation 

Currently in Nepal maintenance of audit log is mainly an ad hoc process. Each application has its own format 

and process of logging the information. Also the events that need to be logged vary between departments. 

Following  diagram shows the current status. 
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Figure:  Audit Log  current state assessment  

 

3.3.4.2 Migration Strategy  

Purpose of this section is to establish and maintain log management activities and also to develop a standard 

process for the same. The following are the tasks that need to be performed. 

¶ Establish policy and procedures for Log management. Requirements and recommendations for logging 

should be created in conjunction with a detailed analysis of the technology and resources needed to 

implement and maintain the m, their security implications and value  

¶ While defining the policy it should be kept in such a manner that the following questions are answered 

from the log itself.  

o What activity was performed? 

o Who or what performed the activity, including where or on what  system the activity was 

performed from (subject)?  

o What the activity was performed on (object)? 

o When was the activity performed? 

o What tool(s) was the activity was performed with?  

o What was the status (such as success vs. failure), outcome, or result of the activity? 

¶ It is essential to decide what activities and event should be captured. Following is the list of some events 

which ideally should be captured. 

o Create, read, update, or delete confidential information  
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o Create, update, or delete information not covered in #1; 

o Initiate a network connection;  

o Accept a network connection; 

o User authentication and authorization for activities covered in #1 or #2 such as user login and 

logout;  

o Grant, modify, or revoke access rights, including adding a new user or group, changing user 

privilege levels, changing file permissions, changing database object permissions, changing 

firewall rules, and user password 

o changes; 

o System, network, or services configuration changes, including installation of software patches 

and updates, or other installed software changes; 

o Application process startup, shutdown, or restart;  

o Application process abort, failure, or abnormal end, especially due to resource exhaustion or 

reaching a resource limit or threshold (such as for CPU, memory, network connections, 

network bandwidth, disk space, or 

o other resources), the failure of network services such as DHCP or DNS, or hardware fault; and 

o Detection of suspicious/malicious activity such as from an Intrusion Detection or Prevention 

System (IDS/IPS), anti -virus system, or antispyware system. 

¶ Establish a standardized list of elements that should be captured. Some examples are given below: 

o Type of action ï examples include authorize, create, read, update, delete, and accept network 

connection. 

o Subsystem performing the action ï examples includes process or transaction name, process or 

transaction identifier.  

o Identifiers (as many as available) for the subject requesting the action ï examples include user 

name, computer name, IP address, and MAC address. Note that such identifiers should be 

standardized in order to facilitate log correlation.  

o Identifiers (as many as available) for the object the action was performed on ï examples 

include file names accessed, unique identifiers of records accessed in a database, query 

parameters used to determine records accessed in a database, computer name, IP address, and 

MAC address. Note that such identifiers should be standardized in order to facilitate log 

correlation.  

o Before and after values when action involves updating a data element, if feasible. 

o Date and time the action was performed, including relevant time -zone information if not in 

Coordinated Universal Time.  

o Whether the action was allowed or denied by access-control mechanisms. 

o Description and/or reason -codes of why the action was denied by the access-control 

mechanism, if applicable. 



Nepal GEA Security Architecture   

Page 47 

 

¶ Establish a plan for formatting storage of the logs captured so that it ensures the integrity of the log and 

support enterprise level analysis and reporting. Mechanisms known to support these goals include but 

are not limited to the following:  

o Microsoft Windows Event Logs collected by a centralized log management system; 

o Logs in a well documented format centralized log management system; 

o Logs stored in an ANSI-SQL database that itself generates audit logs in compliance with the 

requirements of this document; and  

o Other open logging mechanisms supporting the above requirements  

¶ Develop a monitoring strategy. Organizations must tell users that they are being monitored  

¶ Develop a plan for response and notification system 

 

 

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

V Refer to Audit Log tab in Nepal GEA - Application Security Current state assessment document for 

more details. 

 

3.3.5 Application Scan  

In todayôs internet based world hacking is a significant threat. Security loop holes of all the applications 

specially the web applications are the entry point for most of the unauthorized access. So it is required to scan 

the application for any possible loophole.  

3.3.5.1 Current State Observation 

Currently in Nepal application scan is not part of the application development process. It is mostly reactive in 

nature. The following diagram shows the current status. 
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Figure:  Application Scan  current state assessment  

 

3.3.5.2 Migration Strategy  

Purpose of this section is to develop a framework which will help in measuring the confidence of a software tool. 

Following are the tasks that need to be performed. 

¶ Create a team who will help in identifyin g the security gaps. 

¶ Develop a framework for using automated tools for scanning and reporting. Ideally scanning is done 

two components of an application, one is the code base (Static Code Analysis) and other one is on the 

end product (Penetration testing).  

¶ Define a risk rating matrix. This is list of issues that usually occur in the application, and what is the 

impact of this issue.  Open web application security project identifies the following issues as most 

common and critical in their 2010 List  

o A1: Injection  

o A2: Cross-Site Scripting (XSS)  

o A3: Broken Authentication and Session Management  

o A4: Insecure Direct Object References  

o A5: Cross-Site Request Forgery (CSRF)  

o A6: Security Misconfigurations   

o A7: Insecure Cryptographic Storage  

o A8: Failure to Restri ct URL Access  



Nepal GEA Security Architecture   

Page 49 

 

o A9: Insufficient Transport Layer Protection  

o A10: Invalidated  Redirects and Forwards 

¶ Develop a plan for creating a centralized infrastructure to support scan. This is basically a configuration 

management of the scan history. Application scan is an iterative process, so it is important to capture 

the metrics. Like how many issues identified, how many resolved at the application level as well as at 

the enterprise level. 

¶ Establish a formal reporting process. So that everyone is aware. 

¶ Create an authorative source to inform users (Mainly developers) as doôs and donôts. Like how to avoid 

SQL injection. 

¶ Build this procedure in the SDLC. This will ensure without a proper scan no application will run in the 

production box.  

 

 

V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

V Refer to AppScan tab in Nepal GEA - Application Security Current state assessment document for 

more details. 

 

3.3.6 Configuration hardening  

Configuration hardening entails researching and employing various security measures in baseline configuration 

templates. By default all the software (like OS) or hardware (like router) are ins talled with a default 

configuration. This might not be secured enough to run on a production system. By tweaking simple properties 

or features can greatly reduce networks or applications vulnerability to an attacker.  

3.3.6.1 Current State Observation 

Currently in Nepal there no standardized policy for configuration hardening that can be used across 

departments or business units. It is mostly adhoc in nature and reactive as well. Following figure shows the 

current status. 
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Figure : Configuration Hardening  current state assessment  

 

3.3.6.2 Migration Strategy  

Purpose of this section is to create a uniform and standard method across all the departments and business 

units which can be followed to modify the default configuration of software or hardware equipment. The tasks 

that need to be performed are as follows. 

¶ Create an inventory of all software and hardware. This is also a requirement of asset classification as 

part of the IT security policy.  

¶ Create the list of steps that need to be followed for each of these software and hardware equipments. 

National Security agency of US has a comprehensive list of documents with the rules specified. This can 

be found at http://www.nsa.gov/ia/guidance/security_configuration_guides/index.shtml . 

¶ Create an authorative source that will host this information. Communication is also important over 

here as everyone should be aware of this. 

¶ Establish a procedure to incorporate addition, modification and deletion from the source. A workflow 

should be introduced for this.  

¶ Create proper testing strategy before deploying the steps for end users.  

¶ Incorporate this security measure as a part of the new deployment of software and hardware. It is also 

important to revisit all the existing installation to check if there are any gaps.  

¶ Establish a reporting and monitoring procedure with proper metrics. Like how mane windows server 

hardened etc. 

¶ A central team should be deployed to audit the compliance of each department or business units. 
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V Please note:  The capability curve is an abstract curve.  No mathematical calculations are intended to 

be implied.  

V Refer to Configuration hardening tab in Nepal GEA - Application Security Current state assessment 

document for more details . 
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4. Data Security  
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4. Data Security  

4.1 Logical Data Security  

Logical Data security refers generally to the management of people, processes and procedures required to create 

a consistent enterprise view of an organizationôs data in order to improve data security. More specifically, 

according to The Data Governance Institute, this is ña system of decision rights and accountabilities for 

information -related processes, executed according to agreed-upon models which describe who can take what 

actions with what information, and when, under what circumstances, using what me thods.ò  

 A logical data security helps in organizing how the data should be communicated in a simple and productive 

way. The main objective of this activity is to archive at least the following 

¶ Enable better decision-making  

¶ Reduce operational friction  

¶ Protect the needs of data stakeholders  

¶ Train management and staff to adopt common approaches to data issues  

¶ Build standard, repeatable processes  

¶ Reduce costs and increase effectiveness through coordination of efforts  

¶ Ensure transparency of processes 

To archive this there should be a well defined access control policy. When a user tries to access one business 

service, the access control process should check that the user has been authorized to use that resource.  Service 

authorization matrix can define t his access control and form a rule base for the system to decide whether access 

request from the user shall be granted or rejected. Following is a sample from the service authorization matrix 

spreadsheet. 

 

Figure:  Service Authorization Matrix  

 
¶ Refer to Service Authorization Matrix spreadsheet for more details  
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4.2 Physical Data Security:  

 
¶ Refer to the Infrastructure Architecture report for the physical data security details.  
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5. Application Security  
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5. Application Security  

5.1 Authentication and Authorization  

The term authentication means the process of certification and validation of authentic users which in each case 

is based on credentials held by the users. During the authentication process it confirms the correctness of the 

user or some other feature. Under no circumstances should the authentication of a user to be confused with the 

provision to the offered information resources. This section presents alternative methods of authentication 

mechanisms which is realistically possible to use in eGovernment services. The higher the confidence levels are 

for each service, the stronger authentication mechanism is required. 

Authorization is the mechanism by which a system determines what level of access a particular authenticated 

user should have to secure resources controlled by the system. For example, in the context of Nepal, a person 

having the role of lekha adhikrit in DoTM might have access to the database of Vehicle registration system while 

he will not have the same rights for the PAN application database. Authorization systems provide answers to 

the following questions:  

V Is user X authorized to access resource R?  

V Is user X authorized to perform operation P?  

V Is user X authorized to perform operation P on resource R?  

Authentication and authorization are somewhat tightly -coupled mechanisms -- authorization systems depend 

on secure authentication systems to ensure that users are who they claim to be and thus prevent unauthorized 

users from gaining access to secured resources. 

5.2 Authentication and Authorization Model  

In the context of eService access users usually are enrolled with multiple unrelated services with different user 

interface and different credential. Thus user has an inconsistent user interface and works with different copies 

of the identity. e Authentication Framework will try to  address these issues by comparing different 

authentication model and analyzing which works best in this scenario.  

Broadly we can define three types of identity management system and they are Silo, Centralized and Federated 

Model. 

5.2.1 Silo Model 

This is the most common system. Here the identity provider and the service provider are the same. This does 

not support the use of credentials across service and confined into one single service. So if there are three 

different services available and user would like to subscribe to all of them then he/she might end up having 

three different credentials for these three services. A real problem is forgetability of password due to infrequent 

use of some of these services. The silo systems are not interoperable and inefficient in many aspects. A sample 

model is given below. Each Service provider (SP) has their own credential verification mechanism and they are 

not in sync. 
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Figure:  Silo System  

5.2.2 Centralized Model  

This model ensures that user has a single credential to access the all the services. A separate entity acts as an 

exclusive user credential provider for all service providers. This architecture is very efficient in a closed 

environment. During registration the credential will be provided to the user by the credential provider and that 

will be used in different system. The Central user store will also store the authorization information for the user 

which will be used in different application. Though this model works perfectly fine with the newly build system 

but in sit uation where there are few existing service provider with an existing user base it is difficult to bring all 

the users from different system into a single platform.  
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Figure:  Centralized System  
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5.2.3 Federated Model 

While silo model requires multiple passwords for a single user centralized model is difficult to implement. The 

balance between two is the federated model. A federated model provides a single logon service across multiple 

applications with a single identifier. In this model the credentials are issued by the federated Central Logon 

Service after a registration process. Credentials issued by this central logon service can be consumed by the 

other applications. Different application has its own user registration process to deter mine the authorization 

level.  Once the authentication procedure is done by the Central Logon Service it communicates the outcome to 

the application. One advantage of this model is user can retain distinct application identifier for each 

participating appl ication. While user registers with the Central Logon Service a new identifier will be assigned 

to user for subsequent use. It is the duty of the logon service to keep the mapping between Central Logon 

Service identifier and each application identifier. Thi s model can be implemented to support two authentication 

flows: 

¶ Logon thorough Central Logon Service 

¶ Logon thorough application  

5.2.3.1 Logon through Central Logon Service  

In this flow user would log on to the portal first and then user would be presented with a list of services which 

he/she can access. Upon selection user would be taken to the respective application as an authenticated user. 

5.2.3.2 Logon through application  

In this flow user first access the application. Then it is the duty of the application to authent icate the user using 

the application specific credential. Portal authentication will not play any role over here.  
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Figure:  Federated System  

5.2.4 Comparison of Authentication and Authorization Model  

Following table shows a comparative study of different models based on their characteristics. Also the number 

of smilies in each cell shows a relative measure of suitability :  

Table 5-3: Authentication and authorization Model Comparison  
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Characteristics  Silo  Centralized  Federated  

Credentials  

Credentials are issued on 

application basis, Multiple 

credentials 

J 

Single credential used in 

all application across all 

domains 

JJJ 

Single credential but retaining 

the application specific 

identifiers  

JJJ 

Privacy 

Consideration  

Maintained by each 

application  

 

JJ 

Centralized, but can cause 

issue as different 

application has different 

terms and condition  

JJ 

Partially centralized, while 

registering with each of the 

application user has to accept 

application specific terms and 

condition  

JJJ 

Authentication 

procedure  

Not standardized, each 

application has its own 

authentication procedure  

J 

Standardized, maintained 

centrally  

 

JJJ 

Standardized, maintained 

centrally  

 

JJJ 

Authorization  

Determined and 

implemented by Application  

JJJ 

Determined implicitly 

centrally, together with 

the authentication.  

J 

After authentication is done it 

is handled by the Application.  

JJJ 

Addition of 

Application  

User has to register with the 

new application with a new 

credential  

J 

New application must 

follow the central 

authentication and 

authorisation model.  

J 

New application only have to 

consume the central 

authentication  service, existing 

authorisation procedure can be 

retained 

JJJ 

Extensibility 

with respect to 

technology  

Depends on each application  

JJ 

Depends on the 

centralized solution  

JJ 

It is likely  that this is based on 

the industry standard 

technology and in particular 

SAML, a xml based framework 

JJJ 

Migration Effort  
Not Applicable  

JJJ 

Entire authentication  and 

authorization model will 

be changed, High  

J 

Only authentication  model will 

be changed, Lesser than 

centralized  

JJ 

IT Support  

Difficult, as separate team is 

required for each application  

J 

Easy, central IT Team 

 

JJJ 

Easy, Central IT Team   

 

JJJ 
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5.2.5 Recommended Model for Nepal  

As it is clearly indicative from the above table federated model is the most suitable approach for Nepal. As 

Nepal has already a considerable number of applications which works in silo model it is not easy to go for a 

complete centralized approach for each of the application. However to take a step forward to the centralized 

approach Federated model is a starting point. As described in the description of federated model it supports 

centralized authentication as well as silo authentication. The authorization services part will be independent of 

this and will remain application based as it happens today. 

5.3 Centralized User Repository  

Defining an enterprise -wide structure for the entire user -base of Nepal Government would be an important step 

in operationalize the Government Enterprise Architecture . The same structure would be mapped to directory 

based solution and drive the authentication process for portal and other applications in the Government of 

Nepal. 

5.3.1 LDAP Schema Control Process 

LDAP contains a schema with various object classes, also referred to as classes, and attributes.  These objects 

store specific types of information used for a variety of functions within the directory. Generally, in order to 

successfully modify a schema in an enterprise environment, a control process must be put in place to facilitate 

changes being made in an organized and efficient manner.  To facilitate this process, a change review board 

needs to exist to filter all requests prior to production implement ation.  The role of this review board is to 

provide approval for all changes made to the Directory schema throughout the enterprise.  The approval 

decision is based on the assessments made by the Directory Services Team and the results of pre-production 

tests.  To provide a smooth transformation from request to production implementation, the following 

components are needed: 

¶ Change Review Board to approve change requests 

¶ Directory Services Team to assess functional and technical feasibility of the request 

¶ Test environment to validate the request before making the change in production  

¶ Defined process for evaluating the request at the appropriate levels within the appropriate groups 

5.3.1.1 Change Review Board 

Nepal has to develop a change control board to evaluate all proposed changes to the directory environment.  

Since directory is an inherent part of government enterprise architecture, all modifications to directory should 

be monitored and approved under the umbrella of the Change Review Board.  The directory services team 

should provide a representative to the Change Review Board and should receive all schema change requests for 

proper assessment.  Enterprise IT Security Steering Committee must have representation on the Change 

Review Board.  The security representative will address any privacy or confidentiality issues of proposed 

additions to the schema. 

5.3.1.2 Directory Services Team 

As part of the review process for extending the directory schema, a team needs to be formed consisting of 

members whose function is managing all schema extension requests.  The focus of this team is not to 

implement the changes, but rather to facilitate any necessary changes.  The members of the Government 

Enterprise Architecture team should review all change requests from a functional and technical standpoint and 

determine how to proceed in implementing the change.  In other words, the Directory Services Team acts as a 
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broker between the business requirements and the technical implementation.  The following list describes the 

roles that should be performed on this team: 

V Business Analyst ï receives the change request and determines if the change is feasible from a business 

model perspective.  The Business Analyst would also determine if this change has already been 

implemented in Directory.  

V Technical Architect ï reviews the proposed change and determines if and/or how this change should be 

implemented in Directory.  The Technical Architect has the responsibility for creating basic test plans, 

assisting, as needed, during the testing of this change in the various pre-production environments, and 

creating a preliminary implementation plan.  

 

5.3.1.3 Testing Environments  

In order to properly review the proposed Directory change, the change needs to be tested in an environment 

specifically created for testing purposes.  Government of Nepal should create two environments available for 

testing, a Test environment and a Development environment.  The Test environment is used for initial testing of 

all server changes and various other configurations.  As a result, this environment is extremely volatile causing 

test results to not accurately depict the way the change would affect the production environment.  A more stable 

infrastructure has been created in the Development environment where all systems mirror those in  production.  

To obtain accurate tests, all proposed Directory changes should first be performed in the Test environment until 

an initial comfort level is reached and secondly in the Development environment until all problems have been 

solved. 

5.3.1.4 Change Control Process 

A systematic approach should be taken when making modifications to any system, application, or environment.  

Documenting change requests, promoting awareness to all affected groups, and thoroughly evaluating proposed 

changes, mitigates the risk associated with causing enterprise-wide outages in the production environment 

through implementing a poorly planned change.   

 

5.3.2 Types of Changes 

Incoming change requests should be formatted into one of the following four change types to be reviewed by the 

Change Review Board. Below, these changes are discussed in more detail and the importance of managing these 

types of changes is explained. 

5.3.2.1 Schema Extension 

Schema extension, in the case of Government of Nepal, refers to adding o the default schema by creating a new 

class and/or a new attribute within a new class. If a new attribute needs to be created, then it should be created 

in a new class.  By creating new attributes in this manner, management of default schema and schema additions 

becomes easier.  Extending the schema affects the entire directory resulting in changes being replicated through 

all domains.  As a result, there is a certain amount of risk involved with extending the schema.  Only highly 

skilled Directory administrators should have the appropriate permissions to extend the schema.   

Changes made to the schema cannot be removed after they have been implemented.  Once the change is made, 

whether successful or not, it is replicated to every other domain controller in the forest.  Unsuccessful schema 

extensions may necessitate a reinstall of the entire forest including rebuilding the domain structure.  
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5.3.2.2 Attribute Population  

Each objectclass in directory is packaged with a default set of attributes.  Because the number of default 

attributes is large, in most cases the majority of these attributes do not get populated with information.  When 

using any of these attributes, the type of value stored in the attribute should be regulated to allow for 

consistency in values throughout the enterprise.  By managing the type of information populated in each 

attribute, a certain amount of data integrity is guaranteed and allows each application to trust the validity of the 

data it is receiving. 

5.3.2.3 Attribute Indexing  

Indexing is an attribute property that can be selected to increase the search speed of attributesô values.  

Generally, indexing is chosen for those attributes that are most often used and those that are required by 

applications to be readily accessible.  Implementing attribute indexing improves directory performa nce by 

reducing the time it takes for data to be retrieved through attribute searching.  Attribute indexing needs to be 

highly unique and used selectively to allow for easier searches that return more significant results.  Attributes 

that are indexed at the same value create higher search times and require more storage than those that are 

uniquely identified.  If all attributes were indexed at the same value, then Directory would not be selective in 

which values are returned faster thereby degenerating the purpose for indexing the attribute.  

5.3.2.4 Global Catalogue Additions 

Directoryôs global catalog contains domain information for the domain in which it resides plus a subset of 

information for every domain.  The global catalog contains a partial replica of every domain and object in it, 

however the object replicas do not contain information on every attribute.  Frequently accessed attributes, such 

as, first name and last name, are kept in the global catalog as locator references for the full object replica.   

Any change made to the global catalog affects its replication and in turn affects the performance of Directory.  

When an attribute is added to the global catalog, a full replication occurs to push the change out to all other 

global catalog servers.  A significant impact on replication traffic exists when the network connection is slow.  

Therefore, changes made to the global catalog should be thoroughly tested in the Test and Development 

environments to verify that the available network connections do not have an adverse affect on performance. 

5.3.2.5 Change Request Process 

Two significant types of groups within Government of Nepal have the need to request changes to the Directory 

Schema, business units and system administrators.  Business units might request a schema change because of a 

new application being added to the Government Enterprise Architecture or because an existing application 

needs access to a certain attribute value.  Each business unit should have a single point of contact with 

authoritative signing right s on all change requests coming from that business unit.  By requiring all requests to 

be approved at the business unit level, unwarranted requests can be filtered before reaching the Directory 

Services Team for review.  Similar to the business unit, system administrators may need to make improvements 

to the schema.  However the types of changes requested by system administrators may be different.  System 

administrators may request a change to the schema to improve performance throughout the enterprise or to 

provide accurate system resources to Directory.  Irrelevant to the group wanting to make the change, anyone 

needing to modify the Directory schema, must follow the same change control process.  The change process is 

initiated by filling out a change requ est form with all pertinent information regarding the type of change 

needing to be made and how that change might affect the production environment.  Figure below, maps the 

process flow for requesting and executing a Directory schema change. 

Any group requiring access to an attribute that is already populated in the schema does not need to go through 

the change control process.  However, the business unit should inform Directory Services Team that a new 

application requires read functionality to this attrib uteôs value.  Having knowledge of which applications are 

accessing which attributes is necessary for the Directory Services Team when implementing future changes and 

troubleshooting possible performance issues relating to Directory.  
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Figure:  Change Control Process  

 


